EnCase Mobile Investigator

UNCOVER ALL EVIDENCE.
ENHANCE MOBILE
FORENSICS.
The industry standard in
digital forensics now offers
mobile device forensics.
With this, investigators
now have a solution that
Investigators can now use
the most powerful solution,
end-to-end, for their
forensic investigations.

Guidance Software is proud to offer you our newest mobile forensics
solution, EnCase Mobile Investigator. We understand that many of
your investigations include mobile devices, and now with EnCase
Mobile Investigator, you can intuitively review, analyze, bookmark,
and report all mobile evidence relevant to your case within a single
tool. It is specifically designed to enhance the way investigators
review critical mobile device evidence and best of all, it is built with
a deep understanding of maintaining evidence integrity so that you
can seamlessly complete any investigation with peace of mind. With
evidence support ranging from text messages to call records, photos
to application data, and everything in between, EnCase Mobile
Investigator empowers investigators to seamlessly conduct their
investigations thoroughly and efficiently.

Gold-Standard acquisition of mobile evidence from all smartphone
operating systems. With more than 26.000 device profiles
supported, EnCase Mobile Investigator can collect from more
mobile device profiles than any other tool on the market.
Optimized Analysis

experts@guid.com

guidancesoftware.com/mobileinvestigator

Key Benefits
Intuitive Evidence Review

Powerful OCR

With EnCase Mobile Investigator, examiners can easily
review parsed mobile device evidence from the widest
variety of mobile devices including text messages,
e-mails, call records, cloud repositories associated with
mobile device, internet history, photos, application data,
and deleted data.

The enhanced visibility of EnCase Mobile Investigator
empowers instigators to find, extract, and analyze data
within graphic files using Optical Character Recognition.
Evidence from graphic files such as PDFs, photos, and
other file types will be found when running keyword
searches, which uncovers even more critical and relevant
evidence needed for your case

Unmatched Support
Investigators need a reliable forensic solution that they
can use when it comes to any investigation involving
a mobile device. With frequent operating system and
application updates in EnCase Mobile Investigator,
examiners can keep up with the constant evolution of
mobile devices and mobile applications that they come
across.

Unrivaled Access
Many devices that investigators are faced with are
either locked or contain a password. EnCase Mobile
Investigator empowers the investigator by offering
several built-in bypass functions so that no evidence
within a device can be hidden and unable to access.

Comprehensive Data Support
With EnCase Mobile Investigator, several data sources
such as SQLite Plist, archives, PDF, HTML and others can
be investigated using the file viewer feature. This allows
investigators to gather a variety of evidence needed for
their case.

Powerful Cloud Application Visibility
Gathering data from social networking applications and
cloud data sources may be critical for an investigation
to prove a suspect’s guilt or innocence. With the
appropriate permissions, investigators can use EnCase
Mobile Investigator to gather and review evidence
from a suspects cloud-based account such as Google
Drive, Twitter, Facebook, and others. This is a powerful
feature that enhances and extends the capabilities that
investigators possess.

Robust Search
As investigators find evidence, there is a continuing
trail for them to search for more. With the Regular
Expression Review feature included with EnCase Mobile
Investigator, investigators can locate credit cards, e-mail
addresses, and phone numbers to find that extra piece
of evidence to help finalize their collection.

Simplified Report Generation
Once all relevant evidence is accounted for, investigators
can create an intuitive report. There are several
customizable reporting options offered with EnCase
Mobile Investigator including HTML, Timeline, PDF, and
many other report variations. These reports are created
to be shared in a compelling and easy to read way for
every case.

ABOUT US
Guidance (NASDAQ: GUID) exists to turn chaos and the unknown into order and the known-so that
companies and their customers can go about their daily lives as usual without worry or disruption, knowing
their most valuable information is safe and secure. The makers of EnCase®, the gold standard in forensic
security, Guidance provides a mission-critical foundation of market-leading applications that offer deep
360-degree visibility across all endpoints, devices and networks, allowing proactive identification and
remediation of threats. From retail to financial institutions, our field-tested and court-proven solutions
are deployed on an estimated 34 million endpoints at more than 70 of the Fortune 100 and hundreds of
agencies worldwide, from beginning to endpoint.
Guidance Software®, EnCase®, EnForce™ and Tableau™ are trademarks owned by Guidance Software and may not be
used without prior written permission. All other trademarks and copyrights are the property of their respective owners.
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